3GPP TSG-SA WG3 Meeting #98e 
S3-200205
e-meeting, 2-6 March 2020
Source:
Huawei, Hisilicon

Title:
Discussion on horizontal Kamf derivation in direct NAS reroute
Document for:
Approval, Information, Discussion

Agenda Item:
5GS_Ph1-SEC
1
Decision/action requested

This contribution discusses horizontal Kamf derviation 
2
References

3
Rationale

33.501 defines that horizontal Kamf derivation may be used for idle mobility registration update.  When performing the horizontal Kamf derivation, the source AMF uses as input parameter the UL NAS count used in Registration Request (RR), for RR is the most recent and the only UL NAS message received in the registration. There is no argument.
33.501 also defines that the initial AMF may perform horizontal Kamf derivation in the registration with AMF reallocation. But the UL NAS count to be used as input parameter for the key derivation needs clarification. 
In the registration with AMF reallocation when the initial AMF performs horizontal Kamf derivation, the initial AMF may have received only RR (as illustruated in the left subfigure below), or the initial AMF may have received NAS Security Mode Complete (SMP) following RR (as illustrated in the right subfigure below). 
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Figure 1. Registration with AMF reallocation
For the former case where the initial AMF receives only the RR, the initial AMF shall use as input parameter the UL NAS count used in RR for horizontal Kamf derivation, as RR is the most recent and the only UL NAS message. 
For the latter case where the initial AMF receives the NAS Security Mode Complete (NAS SMP) following the RR, the most recent UL NAS message is the NAS Security Mode Complete. The UL NAS count that is recorded at the initial AMF is the UL NAS count used in the NAS Security Mode Complete. The initial AMF shall then use the UL NAS count in the NAS Security Mode Complete, instead of RR as the input parameter for horizontal Kamf derivation, the reasons are as follows.
· The intial AMF may not even store the UL NAS count in RR, as RR is not the most recent UL NAS. The initial AMF only stores the UL NAS count in the Security Mode Complete. 
· If UE and the initial AMF have performed primary authentcaiton and NAS SMC procedure to create new security context, the UE do not have the UL NAS count used in RR. UE CANNOT perform horizontal key derivation using the UL NAS count used in RR.
· The UL NAS count in RR is used as input parameter to calculate the MAC of RR. After UE sends SMP, the UL NAS count has increased. If the UE still use the UL NAS count in RR again to for Kamf derivation, it is analogue to UL NAS count re-use. 
Therefore, in the registration with AMF reallocation the UL NAS count of the most recent UL NAS message shall be used as input parameter for horizontal Kamf derivation.
4
Detailed proposal

It is proposed to approve the related CRs S3-20xxxx and S3-20xxxx which proposes to use as input parameter the UL NAS count of the most recent UL NAS message for horizontal Kamf derivation in the registration with AMF reallocation.
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